
E-mail Claiming to Be From the FDIC – January 30, 2013 
 

The Federal Deposit Insurance Corporation (FDIC) has received numerous reports of 
fraudulent e-mails that have the appearance of being sent from the FDIC.  

While the e-mails exhibit variations in the "From" and "Subject" lines, the messages are 
similar.  

The fraudulent e-mails are addressed to the attention of the “Accounting Department” 
and meant to notify recipients that that “ACH and WIRE transactions” are being blocked 
until “a special security software” is installed.  

They then instruct recipients to go to a Web site for instructions on how to download the 
necessary files by clicking on a hyper-link provided (Note:  the Web site addresses 
(URL) vary widely).  

This e-mail and link are fraudulent.  Recipients should consider the intent of this e-mail 
as an attempt to collect personal or confidential information, or to load malicious 
software onto end users' computers.  Recipients should not click on the link provided.  

The FDIC does not issue unsolicited e-mails to consumers or business account 
holders.  The FDIC does not contact financial institutions except through the 
authorized FDIC site.  

For other FDIC alerts, please visit http://www.fdic.gov/consumers/consumer/alerts.  

 


